Public Notice

East Manchester Township is sharing this precautionary notice to help residents, property
owners, businesses, and all members of the public recognize and avoid fraudulent emails,
text messages, links, attachments, and online requests.

Thankfully, East Manchester Township has not experienced or received a report of an
incident. This notice is being issued as a preventive reminder. Fraudulent messages can
closely resemble official Township correspondence and may use the names of Township
employees or officials, logos, familiar wording, or similar formatting to appear legitimate.

Please stop and verify before clicking anything. Before selecting a link, opening an
attachment, responding to a message, providing personal or financial information, or
making a payment, take the following precautions:

e Carefully check the sender’s full email address and watch for misspellings, unusual
domains, or other inconsistencies.

o Pause before clicking links or opening attachments, especially when a message is
unexpected or creates a sense of urgency.

o East Manchester Township will never ask you to provide personal, account, or
financial information. Do not send payment or share such information in response
to an unexpected or suspicious message.

e Ifyou are unsure whether a communication is legitimate, contact East Manchester
Township directly using contact information you already know or obtain
independently from the Township’s official website—not the phone number or link in
the message.

Please remain cautious and report any suspicious communication that claims to be from
East Manchester Township, a Township board or commission, or a Township employee.
Your attention and vigilance can help prevent fraud before it occurs.

If you have questions or would like to verify a Township communication, please contact the
Township office directly through its official contact information, 717-266-4279 or
emantwp@emanchestertwp.com.

Thank you for helping keep our community informed and protected.
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